MudbopmarimoHHas IaMsaTKa JJ1s1 00ydaronuxcs JAJ1s
pa3melneHna Ha opUuInaIbHbIX IHTEepHeT-pecypcax

C KaX[bIM TO/IOM MOJIO/IEZKH B UHTEPHETE CTAHOBUTHLCS OOJIBIIIE, A ITKOJIPHUKHU OHU U3
caMbIX aKTUBHBIX I0JIb30Baresieil Pynera. MesK/y TeM, TIOMHMO OIPOMHOTO KOJTHYECTBA
BO3MOKHOCTEMN, MHTEPHET HECET U MPobsIeMbl. JTa aMATKa JIOJIKHA ITOMOYb Tebe
0e30I1aCHO HAXOAUTHCI B CETH.

KoMnboTepHbIE BUPYCHI

KoMIIbIOTEPHBIN BUPYC - 3TO PA3HOBHAHOCTH KOMITBIOTEPHBIX IIPOrPAMM, OTJIMYUTETHHOM
0COOEHHOCTHIO KOTOPOH SIBJISIETCA CIIOCOOHOCTh K Pa3MHOXKEHHIO. B /l0mI0/THEHKE K 9TOMY,
BHUPYCHI MOTYT ITOBPEUTD WJIU TIOJTHOCTHIO YHUUTOKUTD Bee (paiiibl v JaHHbBIE,
ITOIKOHTPOJIbHBIE TI0JIb30BATEN0, OT UMEHU KOTOPOTo ObLyIa 3alylieHa 3apaskeHHas
IIPOTPaMMa, a TAaK:Ke ITOBPEUTD WM JIa’Ke YHUUTOKHUTD OITEPAIIMOHHYIO CHCTEMY CO BCEMHU
daiiytamu B 1iesioM. B GOIBIIMHCTBE CIy4aeB PacpOCTPAHSIOTCS BUPYChI Yepe3 HHTEPHET.

MeTOILbI 3alllUThI OT BPEAOHOCHBIX IIpOTPpaMM:

1. Mcosb3yi coBpeMeHHbI€e OllepalliOHHbIE CUCTEMBI, UMEIOIIIEe CEPbE3HBIN YPOBEHD
3aIUTHI OT BPEIOHOCHBIX ITPOTPAMM;

2. [TocTosiHHO ycTaHaBIUBaK mauTH (U@ POBbIe 3aIJIaTKU, KOTOPbIE ABTOMAaTUYECKU
YCTaHABJIMBAIOTCA C LIEJIBIO I0OPAOTKH IPOrPaMMBbl) U IpyThe 0OHOBJIEHUSA CBOEN
omnepanuoHHOM cucteMbl. CKaunBal UX TOJIBKO ¢ opunraabHoro caira paspaboruanka OC.
Ecsm cymiecTByeT peskuM aBTOMaTHUeCKOTr0 OOHOBJIEHU S, BKJIIOUHU €T0;

3. Paborait Ha cBOEM KOMIIBbIOTEpE IO/ IPaBaMH I10JIb30BATEIA, 2 HE aIMUHUCTPATOPA. ATO
He MT03BOJIUT OOJIBIIIMHCTBY BPE/IOHOCHBIX TPOTPAMM UHCTAJUTUPOBATHCS HA TBOEM
[IEPCOHATPHOM KOMIIBIOTEDE;

4. Victionb3yii aHTHBUPYCHBIE IIPOTPAMMHBIE ITPOAYKTHI U3BECTHBIX TPOU3BOAUTENIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3s;

5. Orpanuub PU3UUYECKUH TOCTYI K KOMIIBIOTEPY /1 IOCTOPOHHUX JIUII;

6. Mcnosip3yil BHENIHYE HOCUTETU MHDOpMAIINH, TaKie Kak Quielnka, JUCK Wiu dhaii us
WHTEPHETA, TOJIbKO U3 MPo¢ePEeHHBIX HCTOUHUKOB;

7. He oTKpbIBall KOMIIbIOTEPHBIE (DAMIIBI, TTOTyYE€HHBIE U3 HEHAJIEKHBIX ICTOUYHUKOB. Jlaxe
Te (aiiyibl, KOTOPBIE NIPUCIaa TBOU 3HAKOMBIN. Jlydllle yTOUHHU y Hero, OTIIPaBJIAI JIU OH
Tebe uXx.

Ceru WI-FI

Wi-Fi - 570 He BUJI Iepeiaun JaHHBIX, HE TEXHOJIOTHS, 2 BCETO JINIIH OpeHs1, Mapka. Eme B
1991 To/ly HUJIepJIaH/ICKasl KOMITaHUs 3apeructpupoBaia 6pens « WECA», uro 0603Ha4asIo
cioBocouetanue « Wireless Fidelity», koropslii mepeBoauTcst Kak «6ecripoBoHast
TOYHOCTB>.

Jlo Hatero BpeMeHu Jonuia ipyras abopeBuartypa, Koropas siBJIsIeTCA TaKOH JKe
TexHosIoruen. Ito abopeBuarypa « Wi-Fi». Takoe Ha3BaHUe OBLIO JAHO ¢ HAMEKOM Ha
CTaHZIAPT BHICIINH 3ByKOBOU TexHUKHU Hi-Fi, uTO B mepeBo/ie 03HAUaeT «BHICOKAS
TOYHOCTH>.

Jla, GecrutaTHBIN HHTEPHET-IOCTYT B Kade, OTEJAX U a3POTOPTaX ABJIAETCA OTIIMIHON
BO3MOXKHOCTBIO BBIX0/Ia B UHTEpHET. Ho MHOTHE 5KCIIEPThI CUUTAIOT, UTO OOIIEIOCTYITHbIE
Wi-Fi cetu He ABJIAI0TCA O€3011aCHBIMU.

CogeTbl 110 Oe301acHOCTH paboTe B 001IIeI0CTYITHBIX ceTax Wi-fi:

1. He mepegaBaii cBoro imuHyI0 nHGoOpMAaIuio yepes ob1enoctymnabie Wi-Fi cetn. PaboTas
B HUX, JK€JIaTeJTbHO He BBOJUTD IAPOJIU IOCTYIIA, JIOTUHBI U KaKHe-TO HOMEPa;

2. Micniosib3yil 1 0OHOBJIAN aHTUBUPYCHBIE IPpOrpaMMbl U OpaH/Mayep. TeM caMbIM Tl
obe3omnacuIlb ceds OT 3aKaYKH BHPyca Ha TBOE YCTPOKCTBO;

3. I[Ipu ucnospzoBannu Wi-Fi otkimoun ¢yHKIuo «O0mui A0CTyI K ¢aiiam u
npuHTepam». JlanHas GYHKIIUA 3aKPhITa 10 YMOJIYAHUIO, OJHAKO HEKOTOPBIE
MIOJTb30BATEJIN AKTUBHUPYIOT €€ /I y/I00CTBa CIOIb30BaHUA B paboTe miu yuebe;

4. He ucnionsayit myommunasiid WI-FI iyis nepeiaun TUYHBIX JaHHBIX, HATPUMED /I
BBIXO/Ia B COIIMAILHBIE CETH WJIU B DJIEKTPOHHYIO IIOYTY;



5. mosib3y# Tos1bKO 3aruiienHoe coenuHenne uepe3 HTTPS, a ve HTTP, T.e. mpu Habope
BeO-aapeca BBOAM NMeHHO «https://»;

6. B moOmipHOM Tentepone oTKIIoun pyHKIMIO «Ilomkmouenne k Wi-Fi aBromaTiueckmn».
He mormyckaii aBTOMaTH4YeCcKOro MOAKIIOUEeHHsT yeTpoiicTBa Kk ceTaM Wi-Fi 6e3 TBoero
COTJIACH.

ConuajibHbBIE CeTH

ComnmasibHble CeTU aKTUBHO BXO/IAT B HAIILy »KU3Hb, MHOTHE JIIOZU PA0OTAIOT U JKUBYT TaM
IIOCTOSTHHO, a B Facebook y»xe 3aperucTpupoBaH MUJLIAAP/T Y€JIOBEK, UTO SBJISETCS OJTHOM
ceIbMOM BCeX KUTeJIeH IIaHeThl. MHOTHeE IT0JIb30BaTe N He IOHUMAIOT, UTO HH(pOpMaIus,
pasMellieHHasi UMU B COITUAIBHBIX CETSX, MOKET ObITh Hak/IeHA U UCIIOJIb30BaHA KEM
YTO[HO, B TOM YK CJIe He 00s13aTeJIbHO ¢ 0J1ariMU HaMePEHUSIMHU.

OCHOBHBIE COBETHI I10 0€30IIaCHOCTU B COIMAILHBIX CETAX:

1. OrpaHUYb CIUCOK APYy3eH. Y TeOs B APY3bAX HE JIOJIKHO OBITh CIIyYaHBIX U HE3HAKOMBIX
JIIOEN;

2. 3amuInaf CBOI YacTHYIO KU3Hb. He yka3bIBail maposiu, TesieoHbl, afapeca, 1aTy TBOEro
POXKIEHUS U APYTYIO JIMYHYI0 MHPOPMAITUIO. 37I0YMBINIIJIEHHUKH MOTYT HCIIOJIb30BaTh
Jlacke WH(OPMAITUIO O TOM, KaK Thl U TBOHW POJIUTEIU IJIAHUPYETE MTPOBECTU KAHUKYJIBI;

3. 3amnuinai CBO PeIyTaIvIo - IEP’KHU €€ B UUCTOTE U 33J1aBail cebe BOIPOC: XOTeJT ObI ThI,
YTOOBI IPyTHE II0JIb30BATEIN BU/IEJIH, UYTO ThHI 3arpy»kaelb? [logymaii, Ipexae 4eM 4TO-TO
OIyOJTMKOBATh, HAITMUCATDh U 3aTPy3UTh;

4. Ecoia ThI TOBOPHIIIB C JIFOIbMU, KOTOPBIX HE 3HAEIllb, He UCI0JIb3YH CBOE PealbHOe UM U
JIPYTYIO JIMYHYIO UHGOPMAITUH: UMsI, MECTO KUTEJILCTBA, MECTO Y4eObl U IIPOYeE;

5. N36eraii pazmenienus pororpaduii B IHTepHETE, I/ie Thl H300paskeH Ha MECTHOCTH, 10
KOTOPOU MOKHO OIIPEJIEJTUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu pervucTpanuy B COIIATBHON CETH HEOOXOAUMO HCIIOIb30BaTh CJI0KHbBIE TApOJIH,
cocrosIye u3 OykB U ITUPP U ¢ KOJIMUYECTBOM 3HAKOB He MeHee 8;

7. JIJ1s1 cCOIMaIbHOU CETH, TIOUTHI M IPYTUX CAUTOB HEOOXOMMO HCIIOJIb30BATh PA3HBIE
napoJsn. Toraa ecsiu Te6s1 B3JIOMAIOT, TO 3JI0YMBIIJIEHHUKH TIOJIyYaT IOCTYI TOJIBKO K
OTHOMY MEeCTY, a He BO BCE Cpasy.

DJIEKTPOHHBIE J€eHbI'N

JJIEKTPOHHBIE IEHbI'H — 3TO OYEHb Y/IOOHBIH CII0CO0 IIIaTeskKel, OTHAKO CyIIECTBYIOT
MOIIIEHHUKU, KOTOPBIE XOTAT ITOJIyYUTh 3TU JIEHbIHU.

AJIEKTPOHHBIE JIEHbI'M MOSBUINCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocy/IapcTBax /0 CUX IOP He MPOIMKCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU QYHKIIMOHUPYIOT U O HUX YK€ ITPOIMCAHO B 3aKOHE, T/Ie UX Pas3zesIsioT Ha
HECKOJIBKO BH/IOB - aHOHUMHBIE 1 He aHOHUMHBIE. PasHUIIa B TOM, YTO aHOHUMHBIE - 3TO
Te, B KOTOPBIX pa3pelIaeTcs: IPOBOAUTH ollepaliuy 6e3 ueHTU(UKAIIUH 10JIb30BaTes, a B
HEaHOHUMHBIX U/IEHTU(DUKAIINHY TT0JIb30BATEIIA ABJIAETCS 00s3aTETbHOM.

Takoke ciie/lyeT pa3indaTh 3JIEKTPOHHBIE (pUaTHBIE IEHbI'H (PaBHBI TOCYIapCTBEHHBIM
BaJIIOTAM) U 3JIEKTPOHHBIE HepUaTHBIE JIEHbI'H (He PAaBHBI TOCYaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 6€301MacHO paboTe ¢ 3JIEKTPOHHBIMH JIEHbraMMU:

1. ITpuBsmkU K cueTy MOOMIIBHBIH TeleOoH. ITO caMbIid YZI0OOHBIN U OBICTPHIHN CIIOCO0
BOCCTAHOBHTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesiehOH IIOMOKET, eCTu 3a0y/Ielh CBOM
IJIaTeXKHBIN ITapOJIb WM 3aii/lelllb Ha CAlT ¢ HE3HAKOMOI'O yCTPOMCTBa;

2. Mcnonp3yil ogHOpasoBble naposu. Ilocse nepexozia Ha yCUIeHHYIO aBTOpU3aIuio Tebe
y’Ke He OyZIeT yrpokaTh OMaCHOCTh KPAKU MJIU IlepexBaTa IJIaTeXKHOT0 MapoJis;

3. Beibepu citoxxHbIN aposib. IIpecTymaIKaM OyZieT He TPOCTO YraiaTh CJIOKHBIA MTAPOJIb.
HazexHbple maposii — 3TO MapoJIv, KOTOPBIE COZIeP:KaT HE MeHee 8 3HAKOB U BKJIIOYAIOT B
cebsI CTPOYHBIE U IIPOIHUCHBIE OYKBBI, (Pl M HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK
Jlojutapa, GyHTa, BOCKJIMIIATEIbHBIN 3HAK U T.11. Hampumep, StROng!;;

4. He BBO/I cBOUM JIMUHBIE TAHHBIE HA CAWiTaX, KOTOPHIM HeE JIOBEPSEIIIb.

AJIEKTPOHHAA IMoYTa

OIeKTPOHHAsA II0YTa — 3TO TEXHOJIOTHSA U IIPeIOCTaBJIsIeMbIE €10 YCJIYTH IO ITepechlIKe U
MIOJTyYE€HHIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPBIE PACIIPEEIISIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO 3JIEKTPOHHBIN TOYTOBHIN AWK BBITJISAIUT CJIEAYIOMINM 00pa3oM:



MMs_II0JIb30BaTe A @uUMs_loMeHa. Takke KpoMe Iepeaul IPOCTOro TEKCTA, MeeTCs
BO3MOXKHOCTbD IlepeZiaBaTh (auibl.

OcHOBHbBIE COBETHI IO O€30MacHOUN paboTe C 3JIEKTPOHHOM ITOUTOMU:

1. Hayio BbIOpaTh MpaBU/IBbHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BEIOOD
OeCIUIaTHBIX IOYTOBBIX CEPBHUCOB, OTHAKO JIYUIIIE IOBEPATH TEM, KOTO 3HAEIIb U KTO
TIEPBbHII B PEUTUHTE;

2. He ykaspIBail B INYHOU IIOUTE JIMYHYIO HHpopMaruo. Hanpumep, ydiine BIOPAThH
«MY3bIKQJIbHBIN__(aHAT@» WK «pOK2013» BMeCTO «TeMal3»;

3. Mcronp3yi IByXaTaHYI0 aBTOPU3AIMI0. ITO KOT/a IOMUMO [1apoJisd HYy>KHO BBOJIUTh
KO/I, IPUChLIaeMbIH 10 SMS;

4. Bpibepu cyI0KHBIN TApOJIh. J{JIS KQXK0T0 IMTOYTOBOTO AITNKA JIOJKEH OBITH CBOM
Ha/Ie>KHBIN, YCTOUYUBBIU K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MOKHOCTb;

6. cnosib3yil HeCKOJIBKO MOUTOBBIX AMMKOB. [1epBbIii /11 YaCTHOM NEPENUCKU ¢
azipecaTaMu, KOTOPBIM ThI IOBEPsEIIb. TO 3JIEKTPOHHBIN aJipec He HaJl0 UCII0JIb30BaTh IIPU
perucrpanuu Ha popymMax U cauTax;

7. He oTkpbIBail (baiijibl U pyTHe BJIOXKEHUA B IMCbMaX /IaKe eCJIM OHU MIPUIILIN OT TBOUX
Zipy3eii. Jlydiile yTOUHU Y HUX, OTIIPABJISLIIA JIU OHU TeOe 3TU (paiursl;

8. ITocsie okoHYaHKA PabOTHI HA TOYTOBOM CEPBUCE IIEPE/ 3aKPBITHEM BKJIAJIKHU C CAUTOM
He 320y/1b HAXKaTh HA «BRIATH».

Ku6epOy/L/IMHT NJIn BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOy tiHT — TpecyieIoBaHIE COOOIIEHUAMU, COAEPKAIIMMU OCKOPOJIEHNUS, arPECCHIO,
3allyTUBaHUe; XyJIUTAaHCTBO; COIUAIbHOE OOMKOTHPOBAHME C IIOMOIIBIO PA3JIMIHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 6H0pHOE ¢ KNOepOYITMHTOM

1. He 6pocatics B 60ii. JIydImuii cioco6: TOCOBETOBATHCA KAk ce0s1 BECTH U, ECJTHU HET TOTO, K
KOMY MOXKHO 00paTUTbhCS, TO BHAYAJIE YCIIOKOUTRCA. ECJIN Tl HAUHEITh OTBEYATh
OCKOpOJIEHUAMU Ha OCKOPOJIEHUS, TO TOJIBKO elrfe 0O0JIbllle Pa30KIKelllb KOH(IIUKT;

2. YrpaBJisiii cBoel KubeppemyTarueri;

3. AHOHUMHOCTB B ceTr MHUMas. CyIIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32
QHOHUMHBIM aKKayHTOM;

4. He cTout BecTn XyiuraHCcKui 06pa3 BUPTYaJIbHOU Ku3HU. VIHTEpHET DUKCHUPYeT BCe
TBOU JIEUCTBUSA U COXPAHSAET UX. YTUINTH UX Oy/IeT KpaiiHe 3aTPYHUTEIBHO;

5. Cobut0/121 CBOY BUPTYAJIbHYIO YECTH CMOJIONY;

6. IrHopupy# efMHUYHBINA HeratuB. OHOPa30Bble OCKOPOUTEIbHBIE COOOIIEHHS JIyUllle
urHopupoBatb. OOBIYHO arpeccus MpeKpallaeTcs Ha HaYaJIbHOU CTaiuu;

7. Ban arpeccopa. B mporpamMmmax oOMeHa MITHOBEHHBIMHU COOOIIIEHUSAMH, B COIIMATBHBIX
CeTsIX eCTh BO3MOXKHOCTD OJIOKMPOBKH OTIPABKHU COOOIIEHUH € OIIpe/ieIEeHHBIX a/IPeCcoB;

8. Ecsn I cBUieTe b KubepOysutiHra. TBOM AEHCTBUA: BBICTYIIUTH IIPOTUB
IIpecjie/ioBaresis, IOKAa3aTh €My, UTO ero JeMCTBUA OIeHUBAIOTCA HETaTUBHO, MTO//1eP:KaTh
’KEePTBY, KOTOPOH Hy’KHA IICUXOJIOTHYECKAs IIOMOIIlb, COOOIIUTH B3POCIBIM O (haKTe
arpeccUBHOIO ITOBE/IEHUSA B CETH.

MooGuiIbHBIN TeaedOH

CoBpeMeHnHbIe cMapT(OHBI U IUIAHIIETHI coJleprKaT B cebe BIIOJIHE B3POC/IbIN GYyHKIIMOHA,
Y TeNlepb OHU MOTYT KOHKYPUPOBATh CO CTAlIMIOHAPHBIMU KOMITbIOTepamMu. OZIHAKO, CPEZICTB
3aIUTHI JIJIA TOA00HBIX yCTPOUCTB ITOKA OU€HBb MasIo. TecTUpOBaHME U ITOUCK YA3BUMOCTEN
B HUX IIPOUICXOAUT HE TaK MHTEHCUBHO, Kak /1A [1K, To ke camoe KacaeTcst 1 MOOMIbHBIX
MIPWIOKEHU .

CoBpeMeHHbIE MOOMJIbHBIE Opay3€ephl y?Ke TPAKTHIECKH JIOTHAIN HACTOJIbHBIE AaHAJIOTH,
OJTHAKO paclIvpeHne (PyHKIMOHAIA BJIeYET 32 COOOH OOJIBIIYIO CJIOKHOCTD I MEHBIITYIO
3aIUIIEHHOCTb.

Jlasexko He Bce IPOU3BOIUTEIIN BBIITyCKAIOT 0OHOBJIEHU, 3aKPhIBAIOIINE KDUTHUECKUE
yAA3BUMOCTH /IJIS1 CBOUX YCTPOMCTB.



OcCHOBHBIE COBETHI JJIs1 0€30MaCHOCTU MOOMIbHOTO TesiedoHa:

1. Huuero He siBjisieTcs MO-HACTOAIIEMY OecriaTHBIM. Byzib ocTOpoXkeH, Be/ib Korja Tebe
MpeJITaraloT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIaTHBIE YCIYTH;
2. Jlymaii, mpekzie ueM oTipaButh SMS, ¢oTo mim Buzieo. Thl TOUYHO 3HAEIITD, T7I€ OHU OYyT
B KOHEYHOM UTOTE?

3. Heo6xomMo 0OHOBJIATH OITEPAIIOHHYIO CHCTEMY TBOETO CMapT(HOHA;

4. Vicrionb3yii aHTHBUPYCHBIE IIPOTPAMMEBI JIJISI MOOWJIbHBIX TeJie(hOHOB;

5. He 3arpy»xaii mpuiokeHus OT HEM3BECTHOI'O MCTOUHUKA, BeJ[b OHU MOTYT COZEPKATh
BP€JIOHOCHOE IIPOrPaMMHOE 00eCIieYeHHUE;

6. I[Tocsie TOro Kak ThI BBINIEIID C CAWUTA, T/Ie BBOAWJI JIMYHYIO HH(POPMAIHIO, 321U B
HACTPOUKHU Opay3epa u yaaau cookies;

7. [lepuoguuecku MpoBepsU Kakue IJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. laBaii cBO¥ HOMep MOOMIIBHOTO TesiepOHA TOTBKO JIIO/ISIM, KOTOPBIX THI 3HAEIIh U KOMY
JIOBEPSIEIIID;

9. Bluetooth oyxeH ObITH BEIKJTIOUEH, KOT/IA ThI UM He MOyIb3yelnbesi. He 3a0biBaii mHOTA
IIPOBEPATH 3TO.

Online urps1

CoBpeMeHHbIe OHJIANH-UTPHI - 3TO KPACOUHBIE, 3aXBATHIBAIOIIME PA3BIeUEHNU ],
00'beTMHSAIONTE COTHH THICSAY UEJIOBEK IO BceMy MUPY. VITPOKH UCCIIEIyIOT JAHHBINA UM
MHUP, OOIIAIOTCSA APYT C IPYTOM, BBITIOJTHAIOT 33/IaHUS, CPAKAIOTCA ¢ MOHCTPAMHU U
ITOJIy4YarOT OIBIT. 32 y/IOBOJIBCTBHE OHHU ILIATAT: MOKYIIAIOT JIUCK, OILUIAYHUBAIOT aODOHEMEHT
WJTM IPUOOPETAIOT KAKHUE-TO OIIIIUH.

Bce 5Tu cpeicTBa HAYT Ha MO/I/IepKaHUe U Pa3BUTHE UTPHI, a TAKXKe Ha caMy 6e3011acHOCTb:
COBEPIIIEHCTBYIOTCS CUCTEMBI aBTOPU3AaIINHU, BBIITYCKAIOTCS HOBBIE MaT4YH (1 poBbIe
3aIUIATKY JIJIs1 IPOTPAMM), 3aKPbIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B nos106HBIX UTPAX CTOUT OIACATHCA HE CTOJIBKO CBOUX COTIEPHUKOB, CKOJIBKO KPaKU TBOETO
1apoJisi, HAa KOTOPOM OCHOBAHA CHCTeMa aBTOPHU3AINU OOJIBIIIIHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTHU TBOETO HI'POBOI'O aKKayHTa:

1. Ecyt pyroit urpok BeAeT cebsl IJI0X0 UM CO371aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH ero
B CITHCKE UTPOKOB;

2. [Noxkasyiicsa aAIMUHICTPATOPAM UTPhI HA IVIOX0€ TTOBEJIEHHE STOTO UTPOKA, JKeJIaTeIbHO
MIPWIOXKUTD KaKHe-TO JIOKA3aTeTbCTBA B BUJIE CKPHHOB;

3. He yxaspiBaii 1nuHy0 nHGOPMAIHIO B ITpodaiiyie Urpsl;

4. YBakall IpyTUX yYaCTHUKOB TI0 UTPE;

5. He ycranaBimBaii HeopunpaabHbIe IATYN U MOJIBI;

6. Vcriosib3yii c103KHBbIE U Pa3HbIE TAPOJIH;

7. Jlaske BO BpeMs UTPhI HE CTOUT OTKJII0YaTh aHTUBHUPYC. [ToKa ThI UTpaeliib, TBOU
KOMITBIOTEP MOTYT 3aPa3uUTh.

OUIIIMHT WIHA KPaKa JUIHBIX JAaHHBIX

OOBIYHOM KpakeH JIeHeT U JOKYMEHTOB CErO/THA Y?Ke HUKOTO He YAUBHIIb, HO C PA3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JI0YMBIIIIJIEHHUKU ITIEPEMECTHIIUCH B UHTEPHET, U IMPOJI0JIKAIOT
3aHUMATHCH «JIIOOMMBIM» JI€JIOM.

Tak mosiBHJIacCh HOBasl yTpo3a: MHTEPHET-MOIIEHHNYECTBA WM (DUIIIUHT, IJIaBHAS 1[€JTh
KOTOPOT'O COCTOHUT B MOJIyYeHUU KOH(DU/IEHITUATbHBIX JaHHBIX TI0JIb30BaTeIed — JIOTHHOB U
naposiedi. Ha anriuiickom sizeike phishing unraercs kak ¢umwmHr (ot fishing — prioHas
JIOBJIsI, password — mapoJib).

OcHOBHbBIE COBETHI IO O0pHOE ¢ DUIIMHTOM:

1. Cieu 3a cBOMM aKKayHTOM. EciTu ThI I0/T03peBaelllb, UTO TBOSI aHKeTa ObLIa B3JIOMaHa,
TO HEOOXOUMO 3a0JIOKHPOBATH €€ U COOOIIUTD aJIMIHHCTPpAaTOPaM pecypca 00 3TOM Kak
MOKHO CKOpee;

2. Mcnosip3y#t 6e301acHble BeO-CaliThl, B TOM YHCJIe, HHTEPHET-Mara3nHOB U IIOMCKOBBIX
CHCTEM;

3. Ucmob3yit cioxkHbIe U pa3Hble Maposau. Takum o6pa3oM, ecyti TeOsT B3JIOMAIOT, TO
3JI0yMBIIIJIEHHUKY TI0JTy4YaT AOCTYT TOJIBKO K OJHOMY TBOeMY ITPOGUITIO B CETH, a HE KO
BCEM;



4. Ecoia Tebst B3/10MaTH, TO HEOOXOTUMO TIPEYTIPEAUTD BCEX CBOMX 3HAKOMBIX, KOTOPBIE
JI00aBJIeHBI y TEOS B APY3HSX, O TOM, YTO TeOsI B3JIOMAJIN U, BO3MOKHO, OT TBOETO HMEHU
OyZeT pacchbuIaThCs CITaM M CCHUIKH HA (QUITMHTOBBIE CAWTHI;

5. YcraHoBu HazieskHbIN 11aposib (PIN) Ha MOOUIbHBIN TesiedOH;

6. OTKJIIOUM COXpaHeHUe [apoJisi B Opaysepe;

7. He oTKpbIBail (haiisibl U IpyTHe BJIOKEHUS B MUChMAaX JIasKe €CJIU OHU MPUIILIN OT TBOUX
Zipy3eii. Jlydiile yTOUHU Y HUX, OTIIPABJISLIIA JIK OHU TeOe 5TH (haiibl.

IMudposasa penyramusa

[{udpoBas peryTanus - 3T0 HETaTHBHASA WIN O3UTHBHAs HHGOPMAIUs B CeTH O Tebe.
Komnpomerupytoias nHdoOpMaIus pasMelleHHas B UHTEPHETE MOYKET CEPbE3HBIM
00pa3oM OTpa3uUThCs Ha TBOEH peasibHOMU KU3HU. «[[udpoBas permyrausa» - 3T0 TBOU
MMUJDK, KOTOPBIN hopMupyeTcsa n3 nHdopMaiuu o Tebe B UHTEpHETE.

TBOE MeCTO JKUTEJIbCTBA, yuebbl, TBOe GUHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapaKTepa 1
pacckasbl 0 OJIM3KUX - BCe 3TO HAKATIUBAETCSA B CETH.

MHorue no/IpOCTKU JIETKOMBICJIEHHO OTHOCATCSA K IMyOJIMKAINY JUYHOU WHDOpMAIU B
VHTEpHETE, HE TOHUMAs BO3MOXKHBIX MOCIIeZICTBUH. ThI /1aske HE CMOXKEIIb JJ0TaZIaThCsl O
TOM, 4TO poTorpadus, pa3MelleHHas 5 JeT Ha3aJl, CTajla IPUYNHOU OTKa3a MPUHATH TeOs
Ha pabory.

KomMmenTapuu, pa3meliieHue TBoux pororpaduii U Apyrue JelcTBUsS MOTYT He UCUE3HYTh
JlaKe ToCJIe TOro, KaK Thl UX yAaIuIb. Thl He 3Haelllb, KTO COXPaHUJI 3Ty NUH(GOPMAIHIO,
TI0IaJIa JIM OHA B IMIOMCKOBBIE CUCTEMBI U COXPAaHWIACH JIM OHA, A TJIABHOE: UTO MOAYMAIOT O
Tebe OKPYIKAIoIIee JIFO/IN, KOTOPble HAUAYT U YBUIAT 3T0. HaliTh nHGOpMAIUI0 MHOTO JIET
CITyCTSI CMOXKET JII000M - Kak U3 JOOPBIX NOOYKIEHUH, TaK U C HAMEpPEHUEM ITPUUNHUTH
Bp€JI. DTO MOXKET OBITh KTO YTOZHO.

OCHOBHBIE COBETHI I10 3aITUTE TU(PPOBOU peITyTaI[UM:

1. [Togymaii, mpex/ie ueMm uTo-To IyOJIMKOBATH U TepeiaBaTh y cebs B 6s10re MU B
COITMAJIbHOH CETH;

2. B HacTpolikax mpoduiA yCTAaHOBU OIPaHUYEHNS Ha IIPOCMOTP TBOETro NpodWiIA U ero
COJIEP’KUMOT0, C/IEJIAM €0 TOJIBKO «JIJISI APY3en »;

3. He pazmemiaii 1 He yka3bIBail THGOPMAIHUIO, KOTOPAsS MOXKET KOT0-INO0 OCKOPOIATD
TN OOMKATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbI€e IIIKOJIbHUKU- aKTUBHBIE I10JIb30BaTe N I POBOro nmpocrpaHcTBa. OIHAKO
JAJIEKO He BCE 3HAIOT, UTO M0JIb30BaHUE MHOTUMHU BO3MOXKHOCTAMHU IIUPPOBOro MUpa
TpebyeT COOJTI0IEHNS ITPAB Ha MHTEJLJIEKTYATBHYI0 COOCTBEHHOCTb.

TepMUH «MHTEJUIEKTyaTbHAsI COOCTBEHHOCTb» OTHOCUTCS K PA3/TMYHBIM TBOPEHUSIM
YeJIOBEYECKOTO YMa, HAUMHASA C HOBBIX M300pETEHNI 1 3HAKOB, 0003HAYAIOIIIIX
COOCTBEHHOCTD Ha MPOAYKTHI U YCIYTH , U 3aKAHYUBAsA KHUTAMU, (GOTOTpAdUAMU,
KUHOPMIBMaMU U MYy3bIKAIbHBIMU IPOU3BEJEHUAMHU.

ABTOpCKUE IIpaBa - 5TO IPaBa Ha UHTEJIEKTYJIbHYIO COOCTBEHHOCTh Ha IIPOU3BE/IeHUSA
HAyKH, JINTEPATYPhI U UCKyCCTBA. ABTOPCKHE ITPaBa BBICTYTIAIOT B KAUECTBE FAPAHTHU TOTO,
YTO UHTEJIJIEKTYJIbHBIN /TBOPUECKUN TPY, aBTOPa He Oy/leT HAlPACHBIM, JIACT EMY
CIIpaBe/l/TNBbIE BO3MOKHOCTU 3apaboTaTh Ha Pe3ysIbTaTaX CBOEro TPYZA, MOJIyYUTh
W3BECTHOCTh U ITpu3HaHue. HuKTo 6e3 pa3pernieHus: aBTopa He MOXKET BOCIIPOU3BOJIUTH €70
MIPOU3Be/IEHUE, PACIIPOCTPAHATH, IyOJIUUYHO JEMOHCTPUPOBATH, IPO/IaBaTh,
UMITIOPTHUPOBATh, ITyCKaTh B IIPOKAT, ITyOJIUYHO UCIIOTHSTD, TOKA3bIBATh/UCIIOJIHATH B
a¢upe nnu pasmemniats B IHTEpHETE.

Hcrionp30BaHue «IIUPATCKOr0» IPOTPAMMHOTO 0becrieueHns] MOXKeT IPUBECTU K MHOTHUM
PUCKaM: OT IOTEPH IAHHBIX K TBOUM aKKAyHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOMCTBA, I/ie
YCTAHOBJIEHHBIN He JierajibHas mporpamMma. He cTouT Takke 3a0bIBaTh, YTO CYIIIECTBYET
JieTaJibHbIE U OecIIaTHbIE TPOrPaMMbl, KOTOPbIE MOKHO HAUTHU B CETH.

O noprase

CeTeBUYOK.pd - TBOM FNaABHbIN COBETUMK B CETU. 34ECH Thl MOMKELLb Y3HaTb 0 6€30MacHOCTM B CETU

MOHATHLIM U AOCTYMHbIM A3bIKOM, @ NPU BOSHUKHOBEHWUW KPUTUYECKOW CUTyaL MM 0bpaTUTbCA 3a
COBETOM. A TaK}Ke MPUHATb y4acTUe B KOHKYpCax U CTaTb CaMbiM UMPPOBbLIM rpaskaaHnUHOM!



